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Presentation Notes
A brief overview of what the LAN and Web WG is all about

Then I will run through the relevant LAN and Web sections of the LXI specification pointing out the major rules. 

I will add some information about how to implement the rule and try to answer some questions that always come up at PlugFests.

Next, I will show how compliance testing is done and add some points about things to watch out for. These are usual where vendors implementing LXI fail.

Then I will show what we are currently working on for the next releases of the specification.

If we have time at the end then maybe we can have some questions.




LAN & Web Working Group
(WG) Overview

e Specification sections covered by the working
group:
— LAN Specification (Section 7)
— LAN Configuration (Section 8)

— Web Interface (Section 9)
— LAN Discovery (Section 10)
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The LAN & Web Working group is responsible for sections 7, 8, 9 and 10 of the LXI specification.


Guiding Principles for LAN WG

— If an existing standard meets our need, just
use It.

— KISS (keep it simple ...)

— There Is Immense investment in computer
standard |IO—we need to take advantage of
this in Test & Measurement.

— Checked that popular embedded O/S’s
supported the feature before adding it to the
spec.
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When we were writing the LXI specification we wanted to keep in mind these following principles:

If there is a suitable standard already available lets adopt it than rather create our own.

Keep things simple. We only want to add the necessary standards and protocols to configure and discover devices. We could off added a lot more “cool stuff” to the specification but it would only make the device vendors life more difficult and confuse users.

There is at least one LAN connector on every PC now. The cables can be bought at any store today. If you want to use GPIB then you need to buy a $500 GPIB controller, open up your PC and install it. Cables are expensive too.

Some rules and recommendations got changed around if we found that say Windows XP did it a different way. We made sure a vendor could implement the LXI LAN and Web specifications on all the popular O/S’s that are used in Test & Measurement instruments today.






LAN Specification —
Section 7

 LAN Specification covers the physical
/O connection.
 Must be IEEE 802.3 for wired

Ethernet.
— 10baseT — ok.
— 100baseT — most devices today.

— Recommend devices be 1000baseT
(Gigabit).
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Now we take a closer look at Section 7 of the LXI specification which is about defining which LAN and some of the hardware aspects of it.

We are specifying the wired Ethernet LAN, IEEE 802.3

Ideally everything would be Gigabit Ethernet but realistically the majority of devices today are 100baseT. We do allow 10baseT.




LAN Specification (cont)

e MAC Address for the device must be on a label or
accessible from the front panel.

e Support Auto-negotiate
— Higher speed devices work on lower speed networks

* Should support Auto-MDIX (Auto-Medium

Dependent Interface ) - Recommendation

— The ability to use crossover or straight through cables.
The PHY chip works out the correct polarity.

— If you don’t support Auto-MDIX then you must have a
label saying Auto-MDIX NOT supported near the LAN
connector.

— Gigabit Ethernet supports Auto-MDIX
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The MAC address is what  uniquely identifies the device on the network. 

We therefore want the MAC address to be readily available either through a label on the device or we allow vendors to incorporate the MAC address into their existing user interface. 

For example if you can access the MAC address through the front keypad and display, this is ok and you don’t need the label.

If you have a 100baseT or Gigabit device then it needs to auto negotiate it’s speed. This allows faster LAN devices to work on slower LAN’s.

Auto-MDIX is the ability of the PHY chip to auto detect the polarity of the cable. This allows you to wire up your network using either straight through or cross-over cables.

This is only a recommendation because the majority of 10baseT and 100baseT PHY chips don’t do this.

All gigabit PHY’s have to support Auto-MDIX as it is part of the IEEE standard.


Adding LXI to a Device

 To add LXI to a device you need:
 LAN connector — RJ45
* Physical (PHY) layer
 Media Access Control (MAC) layer
* Network Stack
 Web server
 LAN Status indicator — can be an LED or
Incorporated into the existing User interface.
e LCI — LAN reset.
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We frequently get asked the question: “ I have an existing instrument and I want to make it LXI compliant. What do I need?”.

This question usually comes from managers and marketing types that don’t understand the technology of the LAN.

You obviously need to add a RJ45 connector to connect to the LAN

You need to make sure you have a PHY chip which is layer 1 of the OSi 7-layer model

You also need a MAC layer.

Then you need the network stack.

To support the LXI Web pages you need a Web server that you can embed in your device.

Then to be LXI compliant you need to have a LAN Status indicator.

You can add an LED or we allow you to incorporate it into a existing indicator like an annunciate on you front panel display.


Network Stack Features

 If you have an existing O/S or are going to add an
O/S to your device then make sure that it has the
following features:

— LAN support

« TCP, UDP, ICMP protocols
IPV4 - better if has both IPV4 and IPV6
Ping server
Supports multicast addressing
ONC-RPC for VXI-11 discovery
Connection Monitoring

— Web server

* Needs some mechanism to update the dynamic data on the
Web page like IP address etc. Can't just have statically
coded HTML pages. (cqi, IIS, ASP, JSP etc.)
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When you are analyzing your existing network stack or are trying to decide which O/S to use in your instrument, make sure it has the following features:

For the LAN network stack

You need TCP, UDP and ICMP ( this is for the ping server)

You need to decide if you want just IPV4 support or both IPv4 and IPv6

You are going to need a PING server. You could always write this code yourself but if it comes with the O/S then it is a bonus.

If you want to be LXI Class A or B then you will need multicast IP support for the IEEE-1588, LAN triggering/events. The new discovery mechanism we are looking at is based on multicast DNS. More on this later.

The existing discovery protocol today requires VXI-11 which uses ONC-RPC calls. You could write this yourself but it is far easier if the network stack has it built-in.

Connection monitoring is where the PHY chip notifies the upper layers that the LAN cable has been disconnected or the LAN has gone down. 

One you need your PHY chip to support this feature. Some don’t and …

You need the ability to query your network stack, or have an event signal you, that this disconnect has occurred.



For the Web server the most important thing is that there be some way to update the dynamic data on the Web page.

For example the IP address will be different based on what the DHCP server gives you.

The most common method in traditional embedded O/S’s is the cgi (Common gateway interface).

This allows the server to call C functions, usually, to retrieve the data from the devices firmware.

There are now many different ways to do this IIS, ASP, JSP etc.






LAN Configuration —
Section 8

 LAN Configuration section is about which
protocols and applications need to be In
your device.

« TCP, UDP, ICMP, ARP protocols a must.

* For IP Configuration must have all of the

following:

— DHCP
— Dynamic Link-Local Addressing (Auto-IP)

— Fixed IP Address (Static IP)
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Section 8 of the LXI specification is all about configuration of the LAN device.

Like I said before you need the following protocols: TCP, UDP, ICMP and ARP



An Ethernet device must have an IP address and there are basically 3 different ways to do this. LXI devices need to support all 3 ways:

Get an IP address form a DHCP server. Most LAN's are configured this way.

Dynamic Link-Local Addressing (Auto-IP) was designed to solve the problem where you don’t have a DHCP server. If you connect a laptop to an instrument you would like them to assign IP addresses for themselves.

Fixed IP or Static IP is where the User assigns an IP address to the device.






LAN Configuration (cont)

— When the device gets an IP address it needs to
do “Duplicate address detection”.

* You do a ARP for the IP address you have but leave
the MAC empty. If you get any responses that have a
MAC entry different from yours, someone else is
using that IP address, so you have a duplicate.

— LAN Reset (LAN Configuration Initialize)
« Puts the LAN settings back to a default state.
 If you mess up the LAN settings and can’t
communicate with the device you can get it back to a
known state.
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When the device starts to use an IP address, for the first time, it needs to check that the IP address is not in use. 

One way to do this is to send an ARP packet (Address Resolution Packet).

All addressing on Ethernet is done through MAC addresses. When a device wants to send a packet to a certain IP address it broadcasts an ARP packet with the IP address in it and the device that owns that IP address will respond and report it’s MAC address.

To detect if an IP is already in use then the device broadcasts an ARP packet with it’s IP address in it. If someone responds to the packet with a MAC address in the packet then someone is already using that IP address.

The device then needs to stop using that IP and set it’s LAN status indicator to signal there is something wrong.

LAN Configuration Initialize is a fancy name for a LAN Reset

This allows you to reset the LAN configuration setting to a known default set if you loose communication with it.




LAN Configuration (cont)

— Every device needs a “LAN Status Indicator”
e This is not the LAN activity light we see on the back of
our PC’s

e The indicator will signal
— failure to acquire a valid IP address
— detection of a duplicate IP address
— failure to renew an already acquired DHCP lease
— LAN cable disconnected

* You should also have a way to make the LAN Status
Indicator flash from the Web page of the device. This
provides a useful way to identify the instrument.

— IPV4 is a rule. IPV6 is recommended.

— Must support Ping.

— DNS is only a recommendation. You can
choose to support this or not.
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Notes are the same as the slide




LAN Discovery —
Section 10

 \When using DHCP or Auto-IP it Is not
easy to keep track of the current IP
address of the device.

 LAN Discovery is for identifying and

retrieving the IP address of LXI
Devices.

— VXI-11 iIs the current discovery

mechanism. This uses ONC-RPC and is
different from Microsoft's RPC calls.
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Section 10 of the specification is all about how to discover LXI instruments.

If you are using DHCP or Auto-IP the IP address can change on you so being able to scan (discover) what devices are available on the LAN is very useful.

LXI adopted the VXI-11 standard for discovery.

VXI-11 uses Remote Procedure Calls (RPC). There are 2 RPC methods the SUN way (ONC-RPC) and the Microsoft way.

VXI-11 uses the SUN way.

There will be more on this subject in the next presentation


LAN Discovery (cont)

o VXI-11 specification is available at:
http://www.vxibus.org/files/VXI _Specs/VXI-

11.zip

« Example VXI-11 server code is on the LXI Web
site for members only.

e To test your VXI-11 server implementation make
sure you try all these client applications. They all
behave slightly differently.

— NI-MAX

— Agilent Connection Expert

— The LXI Compliance Suite

— LXI Discovery utility — donated by Xantrex
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The VXI-11 specification is available at the VXI Bus Web site.

The LXI consortium has some basic VXI-11 server code available in the documents area of the LAN & Web WG Web site.

When you go to test your VXI-11 code make sure you test it with the following 3 VXI-11 client applications:

	 NI-MAX

	Agilent Connection Expert

	The discovery utility that comes with the LXI Compliance Suite.



They all behave slightly differently and you need your device to be discovered by all 3 applications.




VXI-11 tips

e To call port mapper (port 111) there
are 2 RPC commands (Callit and
GetPort)

— Agilent instruments don’t respond to
Callit.

o Spec calls out an Upper case “*idn?”
but it would be wise to respond to
both lower and upper case.
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LXI Web Interface

e Why this section Is included
— Every Ethernet device today comes with Web
pages.
— Web pages makes it very convenient to check
the instrument connectivity.
— Web pages work through firewalls (port 80).
— Some devices don’t have displays and front
panels. Web pages are a natural replacement.
 What we were trying to accomplish
— Easy for user to configure the device.

— Consistent way to accomplish configuration and
control of the device.
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So that is everything I wanted to say about the LAN section of the specification, now I want to move on to the Web section.

Why does the LXI standard include a Web server?

Follow bullets in the slide.




Web Spec (Chapter 9)

e Must have a Web server on Port 80

— HTTP version 1.1 compliant (changed to 1.0 in
latest spec)

— HTML version 4.01 or XHTML version 1.0
compliant

— You are allowed to redirect to other ports or
URL'’s as long as you can access the Web
servers home page on port 80.

— Welcome page doesn’'t have to be the home
page as long as there is a clearly marked link to
the LXI Welcome Page.
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Follow bullets in slide


Web Spec (cont)

e Device ldentification control — flashes
the LAN status indicator light on the
device.

e Password Protection of settings.

e LXI logo needs to be on the Web
pages.
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If we have a rack of devices and they all get their IP assignment from a DHCP server then it can be difficult to identify which device you are communicating with.

That’s why in the standard we insist there be a “Device Identification control” 

This is a control on the Web page which will cause the LAN status indicator on the device to flash. All you have to do then is look for the device which has the flashing indicator.



To change a setting on the device you must supply a password, which is vendor specific.



And of course the LXI defined Web pages need to have the LXI logo on them.






LXI Welcome Page

= All LXI Welcome pages need this
iInformation:

) Manufacturer

) Serial Number

] Description

) LXI Class <A, B, or C>

) LXI version (initially 1.0, but it will grow)

1 Hostname

- MAC Address <XX-XX-XX-XX-XX-XX>

) TCP/IP Address <DDD.DDD.DDD.DDD>

) Firmware and/or Software Revision

) IEEE 1588 PTP Current time [Optional for LXI class C instruments]
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Every LXI device needs a LXI Welcome Page which contains the information described in the slide.

Notice how you could hard code the Manufacturer, serial number etc in the Web page.

BUT certain information is “fluid” it could change at any time like the IP address.

This is the reason your Web server need to support dynamic data.


IP Configuration Page

e Standard set of parameters that need to be
configurable via the Web
— Hostname
— Description
— TCP/IP Configuration Mode: DHCP, Auto-IP, Static IP
— |P address
— Subnet mask
— Default Gateway
— DNS Server(s)
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Every LXI device needs a IP Configuration page and the listed items in the slide need to be configurable.


IP Configuration Page (cont)

 When implementing “TCP/IP Configuration
Mode” You can do one of the following 2
options:
— Option 1 — Two selections: Auto or Manual

o Automatic — this will do DHCP first and if it fails it will
switch to Auto-IP. This is how Windows works.

 Manual - Static IP

— Option 2 — have check boxes for all 3 modes
« DHCP
* Auto-IP
o Static IP
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When implementing the TCP/IP Configuration Mode, in the previous slide, you can choose 1 of 2 ways to lay out you Web page:

Option 1 is to present the user with 2 choices: Automatic mode or manual mode.

	If they pick automatic mode then the device will try to get an IP address from a DHCP server and if this fails then it will resort to trying Auto-IP.

	This is similar to the behavior in Windows

	If they pick manual mode and the user then needs to enter the static IP address, subnet mask and default gateway.



Option 2 is to allow the User to independently select any of the 3 modes: DHCP, Auto-IP and Static IP.

 If all 3 are selected then their precedence is in this same order.




Sync Configuration Web Page

o All Class A & B devices need a page
that has the IEEE-1588 and WTB
iInformation.

e See section 9.6 for detaills.
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Just read bullets on the slide


Compliance Testing

e To be LXI certified you need to do
compliance testing.

e More on how and what this Is In the

later talk by Jochen Wolle from Rhode
& Schwarz.
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Once you have implemented LXI in your device then you need to get it compliance tested.

Jochen Wolle from Rhode & Schwarz will go into much more detail in his presentation later.


How We Test
e Test setup/process

100baseT Hub

—
e
| DSL R \].Ob T Hub

fe———] outer ase u

- = =N

D
LXI
Device
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This is how the equipment is setup for LAN and Web compliance testing.

We connect a Windows laptop, a LinkSys router and the LXI device into a 100baseT hub.

The LinkSys router is there to provide the DHCP server.

We use a hub instead of a switch because we want to record all the LAN traffic on the laptop. 

If we used a switch we wouldn’t see the traffic between the DHCP server and the LXI device.

To test for auto-negotiate, the ability for faster LAN devices to work on slower LAN’s, we switch in a 10baseT hub, between the LXI device and the 100baseT hub.




Compliance Testing Tools

e Initially we just had an Excel
spreadsheet that we went through
and checked off the items.

 Now we have the “Compliance
Testing Suite”

— An application which leads you through
the process.

— It Is very good!
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For recording the results of the compliance test we used to have an excel spreadsheet with all the rules laid out and we just checked them off if it passed or made comments if the device failed a certain rule.

We are now moving to what we call the Compliance Testing Suite, which is a semi automatic application that helps you do the testing.

See Jochen’s presentation for more details.




Things to watch out for
when doing LAN testing

— DHCP renewal failures

* Disconnect DHCP server and see what happens
when the DHCP lease times out.

— IP Address configuration
 Make sure you can switch between all 3 modes.

— LAN Status indicator
* Check all conditions per section 8.11

— LAN Configuration Initialize function (reset

LAN)
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When doing the LAN compliance testing watch out for these points as they have tripped up many vendors before yourselves.

Make sure you handle DHCP lease renewal failures correctly.

We put the DHCP server on a 5 min lease. That means the DHCP server only allows you to have the assigned IP address for 5 minutes. After 5 mins the device is supposed to go back to the server and ask for another IP address.

In testing we monitor what happens if we disconnect the server and the device can’t renew the lease.

We check to make sure you support all 3 IP configuration modes: DHCP, Auto-IP and static IP

For the LAN status indicator we check to see that the indicator is on for all the conditions listed in section 8.11

Something that trips vendors up is if you fail to renew a DHCP lease then the state diagram shows that the indicator should be on.

But in most O/S’s if DHCP fails then it will automatically try Auto-IP which usually works so they then switch the indicator off. 

This is WRONG.

The lease failed so the indicator needs to be on signaling there was an error. Other wise the User has no idea they are using Auto-IP instead of DHCP.

Make sure your LAN Configuration Initialize (LAN reset) mechanism does put the LAN settings back to the default conditions.


Things to watch out for when
doing LAN testing (cont)

— Duplicate address detection

* Put the LXI device on the same IP address
as the testing PC. Make sure device:

— Puts its IP address to 0.0.0.0 (IPV4)
— Lights the LAN status indicator showing an error
— Labeling (MAC address and no Auto-
MDIX)

— Use packet monitoring (sniffer) software
like Ethereal, now called WireShark, to
monitor everything that is going on.

L)//(I LAN eXtensions for Instrumentation www.Ixistanaard.org

LXI Munich Meeting, Oct 2007



Presenter
Presentation Notes
Duplicate address detection

When the device gets assigned an address which is in use by another device it needs to stop using the IP address.

The assigned IP address should go to 0.0.0.0 and the LAN status indicator is on signaling an error condition.

Labeling

Lots of vendors bring prototypes to the PlugFests and usually prototypes don’t have the “No Auto-MDIX” or MAC address labels on them.

Make sure you stick the labels on if they need them or show the artwork that the labels will be on the shipping product.

Like I said in the equipment setup for the LAN and Web testing always run Ethernet packet monitoring software like Ethereal or now it’s called WireShark. Capture everything and analyze it.


Things to watch out for
when doing Web testing

— Use the W3C.org validator tool to check
your Web pages for HTML/XHTML

compliance.

— W3C validator tool

» Best practice is to view the Web page
source and then save it to a file for up
loading to the W3C for checking. If you just
save the Web page and then upload it extra
“stuff” can be stored in the file which isn’t
compliant. IE6 will do this on you while
Firefox seems to be ok.
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For Web compliance testing it is relatively straight forward.

It is mainly about having the correct information on the Web pages.

We do check that the Web pages do conform to HTML and XHTML standards.

There is a validator tool at the W3c.org web site that we use to check the Web pages for compliance.

We save your Web pages and upload them for checking and get an immediate pass/fail result.

Be careful though some browsers like IE6 add extra information into the Web page when it gets rendered.

The best strategy is to view the source of the Web page in the browser and save this for uploading. 

This makes sure only the true HTML code that came from the device is checked.

FireFox seems to be ok but you never know in the future.


Things to watch out for when
doing Web testing (cont)

e Hosthame

— On the Welcome and IP Configuration
Pages there is a Hosthame field. Make
sure this is a valid Hosthame if it is not
then display the current IP address of

the device.

» Call getHostByName(Hostname) or
getHostByAddress(ip address) and make
sure what comes back is correct.
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One more thing that catches a lot of vendors out is that you should only display a valid Hostname on the Web page.

This means you need to make sure any Hostname the User configures is valid.

To do this you can call getHostByName(Hostname) and make sure what comes back is your devices IP address.

Alternatively you could call getHostByAddress(IP_Address) and make sure you get back the correct hostname.

If this fails then the hostname is not valid and you should therefore display the IP address of the device in the Hostname field.


What's Ahead: Roadmap to
rev 1.2

 LAN

— A XML identification schema to replace
“*1dn?” This will be more descriptive and
at a fixed URL in every LXI device.

— New Discovery Mechanism
« MDNS (Bonjour)

— Event log
— Miscellaneous open issues
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Currently we are working on the following items for the 1.2 specification which should be released this summer:

We would like to get more information back from an LXI device than just: Manufacturer, Model number, serial number and firmware version.

So we are working on an XML schema which will be more descriptive and will be at a fixed URL in every LXI device.

A new discovery mechanism to replace VXI-11

More on these 2 item in the next presentation on discovery.

We are also working on the specifics of an event log. 

This is going to be essential with Class A & B devices that have asynchronous events such as wired trigger signals, LAN triggers and IEEE-1588 alarms.

And finally we are working on a list of open issues that we have been collecting on the version 1.1 specification. These clarifications will get rolled into version 1.2 of the specification.


What's Ahead: Roadmap to
rev 2.0

 Resource Management (e.g. locking)

— David Poole from Aeroflex heading this
sub-group up

e Web

— Better configuration, control and
diagnostics for the WTB, IEEE-1588 and
LAN events

e Timing and Sync
— |[EEE-1588 version 2
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For version 2.0 of the specification which will be some time in 2008 we are working on the following:

Resource management.

This is about with LAN now we have multiple ways of configuring or changing state in the instrument: Web pages, drivers, LAN triggers.

Resource management is about being able to lock the instrument so a client or a process can get exclusive access to the device.

We also want existing interfaces like raw SCPI that don’t have locking to be able to still work.

We also want VXI-11 which has it’s own locking mechanism to still work with an LXI device.

For the Web, people have requested that there be better support for the Wired trigger bus, IEEE-1588 and LAN events.

Finally IEEE-1588 is changing to Version 2 and the LXI consortium wants to adopt this at it is the future.


Acronyms / Terminology

 ARP — address resolution protocol

* PHY — physical layer of the OSI 7 layer
model

« MAC — media access control

 UP — microprocessor

 O/S — operating system

e DNS — Domain Name System

e MDNS — multicast DNS
RPC — Remote Procedure Call

L/(I LAN eXtensions for Instrumentation www.Ixistandarad.org

LXI Munich Meeting, Oct 2007




Questions?
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